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STEPS FOR DOWNLOADING DIGITAL CERTIFICATE

Note: Recommended Operating System is Windows XP SP3 or above and browser IE 7.0 or
above

Please configure your browser settings as under before downloading your certificate:
e Open Internet Explorer > Tools > Internet Options > Security > Click Trusted Sites
e Click Sites & add: https://*.ncodesolutions.com under Trusted Sites list & click ok
¢ Click Custom Level and “Enable” all options for “ActiveX Controls & Plug-ins”
e Click OK, save settings, close & restart Internet Explorer to download your certificate

Simple Steps to download Digital Certificate in Cryptographic Token
(Aladdin eToken)

Step 1. Please click on the URL:

CONFIDENTIAL

Date:02/12/2013

Dear Sir/Madam,

Thank You for buying Digital Signature Certificate from {n)Code Solutions.

The DSC is being issued on the basis of the information submitted. Please ensure you submit correct

details specially Email ID.

We are forwarding herewith your Reference / Authorization Code Details as under.

Category ! Signing Only
Signature Algorithm : SHA256
Reference Number 1 4329634
Authorization Code : UVLT-WNTY-FKLY

{Please note that the codes provided herewith for downloading the Certificate will expire within 15 days

from the date of issuance.)

Please Login tc{ httgs::’fs2.ncodesolutions.comfcda-cgifclientcgi.exe?action:browserCert]For downloading
your certificate and use Only Signing option else DSC will not work.
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Step 2. Type (or copy/paste from email) the Reference Number & Authorization Code

(Please enter the Reference Number and Authorization Code received from ra@ncoodesolutions.com or

ra2@ncode.in”)

[ Reference Number : |4329534 ]
UVLT-WNTY-FKLY ]

[ Authorization Code :

Step 3. Please select following CSP (“"eToken Base Cryptographic Provider”) for Aladdin

Token

CSP type : |RSA full ~|

[ CSP: |ETDken Base Cryptographic Provider

=)

For example: if plugged Token is Aladdin e-token then CSP should be “etoken Base Cryptographic Provider”

Reference Number : |4332253

Authorization Code : [33E4-93J7-TEAX

CSP type : |[R3Afull =

CSP: ||"u"|icr|:|5|:|ﬁ Base Smart Card Crypto Provider

=l

—Please Select-

JAthena ASECard Crypto CSP
EntarSafe aPass2003 CSP A 0

eToken Base Cryptographic Provider

+ click on Help DocumeTicrosolt Base Smart Card Crypto Provider

are not permitted as pe|TRUST KEY CSP V1.0
WatchKEY CSP India V1.0
WatchKEY CSP India V1.0

SafeSign Standard-l Cryptographic Service Provider

I

Step 3. Press “"Submit Request”

Reference Number : |4332253

Authorization Code : |83E4-93J?-?EA}(

CSP type : |[RSAfull ~

CSP : |eTuken Base Cryptographic Provider

[ Submit Reguest |] Reset
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Ensure to press “Yes” or “"OK"” in every prompt you receive in the whole downloading process
x|

Creating a new RSA exchange key
Potential scripting ¥iolation x|

This Web site is adding one or more certificates to this computer. Allowing an untrusked Web site to update vour

' 5 certificates is a security risk. The Web site could install certificates you do not trust, which could allow programs that
wou do not trust to run on this computer and gain access to your data,

A application is creating a Pratected item.

Cruptod Pl Private Key

Security level set to Medium Set Security Level .. |

Cancel | Details... |

Do you wankt this pragram to add the certificates now? Click Yes if vou trusk this \Web site, Otherwise, click Na.

Step 4. Enter e-token password (Provided by OEM/Distributor/Partner)

X

= Log on: GNFCeToken
Click Ok to proceed further

Log on ko eToken ETO‘i(e n

Erter eToken password Potential Scripting Yiolation
This Web site is adding one or mare certificates to this computer, Allowing an untrusted Web site to update your certificates is a
! security risk, The Weh site could install certificates you da not trust, which could allow programs that yau da nok trust o run on this
Y ¥ ) progr b

computer and gain access to your data.
Do you wank this pragran to add the certificates naw? Click Yes iF you trust this Wb site. Otherwise, click Mo,

Yes Ho

eToken Mame: | GHFCETaken

Password: | esssssss

o4 Cancel

Step 5. A message “"Microsoft Internet Explorer has successfully retrieved your Digital
Certificate...” will appear on the screen which signifies that the Digital Certificate is

successfully downloaded in the plugged cryptographic token.

Microsoft Internet Explorer Certificate

You have successfully retrieved your browser certificate into Internet Explorer.This certificate can be used to securely identify yourself to our web servers,

and to conduct private, encrypted communication over the internet.
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Step 6. Check the downloaded DSC in token properties.

= Start = Run = All Programs =» eTokens =» eTokens Properties =» Advance View =» User Certificate

= eToken PKI Client Properties

cToken
@

@ | B B E| £ %9

Mame:

eToken category
Reader name

Serial number

Total memary capacity
eToken card free space
Hardware version
Firmware version

Card ID

=1 eToken PKI Cliert
S Lo Toke

eToken

ser Certificates

L'_gl {m)Code Soluti...

L'_gl {m)Code Soluti...
LR etkings

LF eToken PRI Client Settings

FoX)

& 112

(e E =

GNFCeToken ~
Hardware

AKS ifdh O

0x01d5c9db

73728

30758

4.30

173

01 d5c9 db

Produck name eToken PRO Java 72K 05755

Madel Token 4.30.1.10.0.0

Card Type Jawa Card

OS5 version eToken Java Applet 1,1.25

Mask version 8.5

Color Blue

Supported key size 2048 2
Aladdin

Step 7. Install CA CCA Root Chain certificate in token

e Please Download RootCA & CA Certificate from here RootCA Cert and CA Cert

e Save both file on your desktop to import in to the Token

7.1) Right Click on GNFC Token = Select Import Certificate

eToken

@ @ B @ 5 %

Mame
= eToken PKI Client eToken category
= &5 Tokens Reader name
= %ﬂ“ Sarial Aumbar
#- 7] Use Initialize
) ‘\. Sett Log off 3
EORLl s Inport Certficate |
Change Password

Log on as Administrator
Change Administrator Password

Unlock

Rename
Mask version
Color

Supported key size
o 0

2 [e 1 & =

GHFCeToken

Hardware

AKS ifdh0

0x01dSc9db

73728

30758

4,30

Nf&

01d5¢c9db

eToken PRO Java 72K 05755
Token 4.30.1.1 0.0.0
Java Card

eToken Java Applet 1.1.25
8.9

Blue

2045

@2
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7.2) Select “"Import from a File option” 7.3) Select “"CCA India 2011.cer” file

= Import Certificate: GNFCeToken Choose a Certificale @IX

Lock i [ New Folder (2) | e & e E-

B8 rca jndia_2011.cer
[Eneoderaz011-1.c0r

5

My Recent
Documents

Desktop

{:} Import & certificate from my personal certificate store
(%) Imporet a certificate from a Fils

&

My Documents

oK Cancel o
My Computer
Mypfliact:‘sork File name: ‘cca_india_2m 1.cer j Open |
Files of type: ‘Cerlificales [*.pfx *.p12 *.cer) j Canicel
7.4) Click “Yes"” 7.5) Click “"OK" to complete
=2 No key found x] = Import Certificate
Mo key corresponding ko this certificate was found. Would wou like to Cerlificate was imported successfully

import it as a CA certificate?

Yes | Mo | [0]4

7.6) Follow the above steps (7.1 to 7.5) with “ncode Solution CA 2011” to import CA
certificate in to eToken.

Check the CA-CCA chain in to eToken Properties by clicking on “"CA Certificates” option

= eToken PKI Client Properties ' - =Jle |
= ' }
@ O 1 ? | &
I
=
[0
! |
M _
- eToken PKI Client Issued To Issued By Expiry Date Purposes [

L. En

B = T°“E"5h | Bl (n)Code Solutions... CCA India 2011 03/11/2016 2l application policies

;B = Mehuliyas El ccamnda 2011 CCA India 2011 03/11/2016 Al tion pol

H & Ej User Certificates 71 ndia ndia 11/ application policies

[F] 1ra LOGIN vE
- Bl ccatndia 2011

I .'\, Settings

i 4¥ eToken PKI Client Settings

Aladdin
2 CA Certificates

L
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Step 8. Check Digital Signature certificate in Browser

Go to > Tools Menu > Internet Options > Content > Certificates and find your
certificate under the Personal Store

2 KIE
Intended purpose: |-:A||> j General | Detals | Certification Path |

Personal | Other People | Intermediate Certification Autharities | Trusted Root Certificatior_4 I 4 T
Certificate Information

Friendly Mame

Issued To
= This certificate is intended for the following purpose(s):
*Proves your identity to a remote computer
*Ensures software came from software publisher
+Protects software from alteration after publication
*Protects e-mail messages

*Allows secure communication on the Internet

Issued to: Mehul K. Vyas 773942

Issued by: (n)Code Solutions

Import... Export... Remave Advanced...

Certificate intended purposes

Valid from 11/256/200% to 11/25/2011

X . X : X @ ‘fou have a private key that corresponds to this certificate,
Client Authentication, Code Signing, Secure Email, IP security user, Document

Signing View
Issuer Statement: |

Attention Please:

e Please ignore this process if the certificate already downloaded...
e Remove any Toolbar Programs like Rediff Toolbar, Yahoo! Toolbar etc from your PC from
Add/Remove Programs

e Disable any Firewall / Anti-virus program on your PC from taskbar

e Recommended Operating System for this Applications is Windows XP Professional SP 3 or above and
Internet Explorer 7.0 or above - If working in LAN Environment, please obtain admin rights before
logging.

e Certificates downloaded with key length other than 2048 bits are not permitted as per IT Act 2000,
such cases, if any, shall be revoked by (n)Code Solutions.

e As per the notification dated 25th October 2013 from CCA, it is mandatory to download & store DSC
on the FIPS 140-1/2 Level 2 certified crypto tokens only.

e There is no provision for issuance of DSCs on any browser.

e Please get in touch with the concerned OEM/Distributor of the token for CSP related issues in case
the token is not provided by (n)Code Solutions.

Should you require any further assistance, please feel free to revert.
Thanks & Regards,

Support Desk

We are available at:

For DSC Support : dschelp@ncode.in

For Token Support : tokensupport@ncode.in

Toll Free: 1800 233 1010

** The manual is under Up-gradation.
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