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STEPS FOR DOWNLOADING DIGITAL CERTIFICATE

Note: Recommended Operating System is Windows XP SP3 or above and browser IE 7.0 or
above

Please configure your browser settings as under before downloading your certificate:
e Open Internet Explorer > Tools > Internet Options > Security > Click Trusted Sites
e Click Sites & add: https://*.ncodesolutions.com under Trusted Sites list & click ok
¢ Click Custom Level and “Enable” all options for “ActiveX Controls & Plug-ins”
e Click OK, save settings, close & restart Internet Explorer to download your certificate

Simple Steps to download Digital Certificate in Cryptographic Token
(Gemalto)

Step 1. Please click on the URL:

CONFIDENTIAL

Date:02/12/2013

Dear Sir/Madam,

Thank You for buying Digital Signature Certificate from {n)Code Solutions.

The DSC is being issued on the basis of the information submitted. Please ensure you submit correct

details specially Email ID.

We are forwarding herewith your Reference / Authorization Code Details as under.

Category ! Signing Only
Signature Algorithm : SHA256
Reference Number 1 4329634
Authorization Code : UVLT-WNTY-FKLY

{Please note that the codes provided herewith for downloading the Certificate will expire within 15 days

from the date of issuance.)

Please Login tc{ httgs::’fs2.ncodesolutions.comfcda-cgifclientcgi.exe?action:browserCert]For downloading
your certificate and use Only Signing option else DSC will not work.
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Step 2. Type (or copy/paste from email) the Reference Number & Authorization Code

(Please enter the Reference Number and Authorization Code received from ra@ncoodesolutions.com or

ra2@ncode.in”)

[ Reference Number : |4329534 ]

[ Authorization Code : WLT—WNTY—FKLY ]

Step 3. Please select following CSP (“'Microsoft Base Smartcard Cryptographic
provide”) for Gemalto Token

CSP type : RSAfull v

[ CSP : | Microsoft Base Smart Card Crypto Provider V]

For example: if plugged Token is Gemalto Se-SED token then CSP should be “Microsoft Base Smartcard
Cryptographic provider V.1”

CSP type : |[RSAfull ~

CSP : |I"u’|i|:r|:|5|:|ﬁ Base Smart Card Crypto Provider ﬂ

—Please Select—-
¢Athena ASECard Crypto CSP
EnterSafe ePass2003 C5P v1.0

cloken Baco Crsstooranhic Provder

Microsoft Base Smart Card Crypto Provider

TRUST KEY CSP V1.0
WatchKEY CSP India V1.0
eToken Bas{\WatchKEY CSP India V1.0

Step 3. Press “"Submit Request”

Reference Number : 03701992
Authorization Code : PHAG-IDB7-WX6A

CSP type : RSAfull v
CSP : | Microsoft Base Smart Card Crypto Provider v

[[ Submit Request ]][ Reset ]
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Ensure to press “Yes” or “"OK"” in every prompt you receive in the whole downloading process

Creating a new RSA exchange key il
Potential scripting ¥iolation x|

This Web site is adding one or more certificates to this computer. Allowing an untrusked Web site to update vour
' certificates is a security risk. The Web site could install certificates you do not trust, which could allow programs that
wou do not trust to run on this computer and gain access to your data,

A application is creating a Pratected item.

Do you wankt this pragram to add the certificates now? Click Yes if vou trusk this \Web site, Otherwise, click Na.

Cruptod Pl Private Key

Security level set to Medium Set Security Level .. |

Cancel | Details... |

Step 4. Enter e-token password (Provided by OEM/Distributor/Partner)
Click Ok to proceed further
Smart Card PIN

This Web site is adding one or more certificates ko this computer, Allowing an untrusted Web site to update your certificates is a
' security risk, The Web site could install certificates you do nat trust, which could allow programs that you do nat trust to run on this
.

computer and gain access to your data.

Do you want this program to add the certificates now? Click Yes if yvou trust this Web site, Otherwise, click Mo,

PIN: sane

K I Cancel

Step 5. A message “"Microsoft Internet Explorer has successfully retrieved your Digital
Certificate...” will appear on the screen which signifies that the Digital Certificate is
successfully downloaded in the plugged cryptographic token.

Microsoft Internet Explorer Certificate

You have successfully retrieved your browser certificate into Internet Explorer.This certificate can be used to securely identify yourself to our web servers,
and to conduct private, encrypted communication over the internet.
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Step 6. Check the downloaded DSC in token properties.
= Start = Run = All Programs =» Gemalto = SC SED = View
2 SC SED Driver
= = rsigning En
<> ¥
Disconnect Setting
[ Werify oot ] [ Export, ] l Wiew Details ][ Refresh
|zsued By lszued On Expires On  Modulus [Private Key
[n)Code Solutions C& 2. 11/12/2003  11/01/2014  Bb de 41 20 27 df de.
Ready Wersion: 2.11.10
Step 7. Install CA CCA Root Chain certificate in token
e Please Download RootCA & CA Certificate from here RootCA Cert and CA Cert
o Save both file on your desktop to import in to the Token
7.1) Open SC SED Driver and Click on Setting = Select Import Certificate
2 5C SED Driver,
b= C or signing Enci
SC SED : L I Disconnect Setting Update
Change PIN Beset Factory Settings Unblock PIN  Import Certificate Delete Certificate
Import Certificate
File M ame
File Pazsword
Ready “erzion: 2.11.10
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Choose a Certificate

7.3) Click on “"Import”

Laak if: | ) Mew Feider (2]

1

L

y Recent
Documents

Desklop

£ rca_jndia_2011,cer
Encodecazo1i-1.cer

-~

My Documents
e
58

hy Computer

<

T e @k Er

Sefting Update

Import Certificate

File Name CADosuments and Sefings\customerDeskiapen
Fie Passviord

-
Ay Netwark. File narme:
Places

|cca7ind\67201 1.cer

Change PIN  Reset Factory Settings  Unblock PIN  Import Certificate Delete Certificate

=l Goen

Version: 21110

Files of type:

|Eertif\cates [* pfe* p12 " cei)

Ready
- Cancel

7.4) Click “"OK"” to comp
SC SED Driver

‘E) Import PECS12)Certificate succeeded

7.5) Follow the above steps (7.1 to 7.3) with “"ncode Solution CA 2011” to import CA

certificate in to eToken.

Check the CA-CCA chain in to SE SED Drivers by clicking on “View"” option

Z SC SED Driver

Yiew Cenrificate

lzzued Ta
CCA India 2011

]

lzsued By

CCA India 2011
[n)Code Solutions CA 2011-1  CCA Ind
ABL test3d [n]Code

Upiate

[ “Yerify Root ][ Export... ][ViewDetaiIs “ Refresh

lzsued On Erpires On
114032011 11/03/206

tdodulus [Private Key]  Public Key

308201 Da02 820

31140172014

Feady

Wersion : 211.10
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Step 8. Check Digital Signature certificate in Browser

Go to > Tools Menu > Internet Options > Content > Certificates and find your
certificate under the Personal Store

2 KIE
Intended purpose: |-:A||> j General | Detals | Certification Path |

Personal | Other People | Intermediate Certification Autharities | Trusted Root Certificatior_4 I 4 T
Certificate Information

Friendly Mame

Issued To
= This certificate is intended for the following purpose(s):
*Proves your identity to a remote computer
*Ensures software came from software publisher
+Protects software from alteration after publication
*Protects e-mail messages

*Allows secure communication on the Internet

Issued to: Mehul K. Vyas 773942

Issued by: (n)Code Solutions

Import... Export... Remave Advanced...

Certificate intended purposes

Valid from 11/256/200% to 11/25/2011

X . X : X @ ‘fou have a private key that corresponds to this certificate,
Client Authentication, Code Signing, Secure Email, IP security user, Document

Signing View
Issuer Statement: |

Attention Please:

e Please ignore this process if the certificate already downloaded...
e Remove any Toolbar Programs like Rediff Toolbar, Yahoo! Toolbar etc from your PC from
Add/Remove Programs

e Disable any Firewall / Anti-virus program on your PC from taskbar

e Recommended Operating System for this Applications is Windows XP Professional SP 3 or above and
Internet Explorer 7.0 or above - If working in LAN Environment, please obtain admin rights before
logging.

e Certificates downloaded with key length other than 2048 bits are not permitted as per IT Act 2000,
such cases, if any, shall be revoked by (n)Code Solutions.

e As per the notification dated 25th October 2013 from CCA, it is mandatory to download & store DSC
on the FIPS 140-1/2 Level 2 certified crypto tokens only.

e There is no provision for issuance of DSCs on any browser.

e Please get in touch with the concerned OEM/Distributor of the token for CSP related issues in case
the token is not provided by (n)Code Solutions.

Should you require any further assistance, please feel free to revert.
Thanks & Regards,

Support Desk

We are available at:

For DSC Support : dschelp@ncode.in

For Token Support : tokensupport@ncode.in

Toll Free: 1800 233 1010
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Step 9. Settings for Windows 8

= Right click on computer icon =» Select Device Manager

]
T

Control Panel Home

Device Manager

) Windows edition
H Remote settings

Windows & Pro
B System protection
“\'i\' Advanced system settings

System
Rating:

Processor:

Installed memaory (RAM):
System type:

Pen and Touch:

Computer name:
Full computer name:
Computer description:

Domain:

Windows activation

M4 » Control Panel » All Control Panel ltems » System

View basic information about your computer

® 2012 Microsoft Corporation. All rights reserved.

Get more features with a new edition of Windows

m Windows Experience Index

Intel(R) Core(TM]) i3-3470 CPU @ 3.20GHz 3.20 GHz
4.00 GB

64-bit Operating System, x64-based processor

Ne Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

DELLOPTIZ010-11
DELLOPTIZ010-11.NCODECORP.IN

NCODECORP.IN

Windows is activated View details in Windows Activation

Product ID: 00180-10507-93841-AAQEM

am Windows 8

Suppert Information

#Change settings

= Select Smart card = Right Click on Undefined Smart Card =» Click on Update Driver

Software

File Action
e | m| @ Hm| || @RS

View Help

4 = DELLOPTIZ010-11
- & Audio inputs and outputs
» M Computer
» g Disk drives
» B Display adapters
b e DVD/CD-ROM drives
b L"jﬂ Human Interface Devices
» g IDE ATA/ATAPI controllers
» == Keyboards
B B Mice and other pointing devices
» B Monitors
» &Y Network adapters
b TF Ports (COM & LPT)
- i Print queues
> B Processors
» [3 Smart card readers
4 [ Smart cards

Properties

Update Driver Software...

> 1 s

» % Soun Disable

b (:- Stural Uninstall

» (M Syste|

) i Univel Scan for hardware changes

Launches the Update Driver Software Wizard for the selected device.
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= Click on “Search automatically for update driver software”

en en

How do you want to search for driver software? Installing driver software...

% Search automatically for updated driver software
Windows will search your computer and the Internet for the latest driver software
for your device, unless you've disabled this feature in your device installation
settings.

< Browse my computer for driver software
Locate and install driver software manually.

= Windows automaticaly found the drivers for the same.

on
Windows has successfully updated your driver software

Windows has finished installing the driver software for this device:

Gemalto IDPrime .NET Smart Card

= Token Detected in the System

File Action View Help

R EIEI =T

4 = DELLOPTI3010-11
& & Audio inputs and outputs
1% Computer
— Disk drives
K, Display adapters
) DVD/CD-ROM drives
%% Human Interface Devices
i IDE ATA/ATAPI controllers
<= Keyboards
¥ Mice and other pointing devices
| Monitors
& Network adapters
Y2 Ports (COM & LPT)
= Print queues
[ Processors
[ Smart card readers
Smart cards
[l Software devices
% Sound, video and game contrallers

AT T YT YT YT YT VYVYVVEV Y

18| System devices

b

3

1 € Storage controllers

3

b § Universal Serial Bus controllers

= Now token will work fine in Windows 8 Operating System.
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